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Abstract: The internet key exchange (IKE) protocol, integral to the authentication and key negotiation process
within the Internet Protocol Security (IPSec) framework, has been utilized for the protection of IP communications.
Given the complex protocol logic, security vulnerabilities in the implementation of the IKE protocol are inevitably
present. Fuzz testing, recognized as an effective means of detecting potential vulnerabilities in protocol implementa-
tions, has been conventionally applied. However, the direct application of existing fuzzing tools to the IKE protocol

has been found to present limitations, such as the generation of low-quality test cases and difficulty in exploring
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deep states. To address these issues, a mutation strategy based on the grammar of the IKE protocol was designed,

aiming to reduce the generation of invalid test cases while increasing the diversity of generated test cases. Addition-

ally, an evolutionary strategy-based mutation scheduling scheme was introduced, which automatically optimized

the probability distribution of mutation operators, further increasing the likelihood of generating high-quality test

cases. A message handler was designed to maintain protocol interaction context information and perform crypto-

graphic operations, thereby supporting testing of the IKE protocol under black-box conditions. This enabled the ex-

ploration of deep protocol interaction behavior and state space. Utilizing the aforementioned methods, an IKE pro-

tocol stateful fuzz testing tool named IKEChecker was implemented, supporting testing of both IKEv1 and IKEv2

protocols. Testing was conducted on two widely used open-source IKE protocol implementations, strongSwan and

Libreswan, resulting in the revelation of 4 undisclosed vulnerabilities. By comparing IKEChecker with other fuzz

testing tools, its efficiency in vulnerability detection was evaluated.

Keywords: security protocol, fuzz testing, software testing, IKE protocol
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Table 1

Mutators contained in the IKEChecker mutation strategy
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Table 2 Statistics on vulnerabilities discovered through testing by different tools

e IKEChecker IKEChecker rand ~ AFLNet IKE SGFuzz SECFuzz L*+nuXmv
GiIID Time Time Ay_p Time Ay_p Time Ay_p Time A4,_p, Time Ay_p
Libreswan-vull 6.06h 8.23h 0.60  57.54m  0.08 T/O 1.00 T/O 1.00 T/O 1.00
Libreswan-vul2 59.94m 1.87h 0.88 T/O 1.00 T/O 1.00 T/O 1.00 T/O 1.00
Libreswan-vul3 6.47h 8.69h 0.60 T/0 1.00 T/O 1.00 T/O 1.00 T/0 1.00
strongSwan-vull 19.92m 23.04m  0.76 T/O 1.00 T/O 1.00 T/O 1.00 T/O 1.00
CVE-2023-26463 42.78m 4.19h 0.56  3492m 036 28.12m 0.12 T/O 1.00 T/O 1.00
CVE-2022-23094 4.35m 6.47m  0.60 134Im 092 2.32m 024 923h  1.00 T/O 1.00
CVE-2020-1763 31.43s 28.44s  0.32 1.83m 0.64 3.74m 080  7.82h  1.00 1.25m  1.00
CVE-2019-12312 23.47s 13.29m  0.72 33.8s 0.60 T/O 1.00 T/O 1.00 1.08m  1.00
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